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About Rsam Tutorials

The Rsam module step-by-step tutorials are designed to help you learn about a specific Rsam module
and to gain basic familiarity with the user interface. The Rsam platform is highly configurable and is
capable of handling both simple and comprehensive applications. The step-by-step tutorials and Rsam
sandboxes, however, are specifically designed to quickly deliver a user experience without requiring
further training. Each step-by-step tutorial walks you through common, out-of-the-box functionality
within a given Rsam module, allowing you to get immediate hands-on familiarity with the module.
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Rsam Sandbox Environment

Rsam module step-by-step tutorials are designed to work with the out-of-the-box Rsam configuration.
You may follow this tutorial using an Rsam Sandbox environment or using your own instance of Rsam
that you already own. If you are using this tutorial with an Rsam Sandbox environment, the URL to
access your Rsam sandbox is delivered through an email. Otherwise, you may contact your Rsam
Administrator for the URL to access your Rsam instance.

If you are using an Rsam sandbox environment, you should have provided Rsam with your
organization’s internet facing IP address. To find this information, open a browser and connect to an
IP discovery site such as www.whatismyip.com, or contact your organization’s Network Administrator
for assistance. You may also contact your Rsam Customer Representative with any questions.

Sign-In Page

Tutorials leverage pre-defined accounts that require manual authentication. While your organization
may intend to use SSO authentication, Rsam sandbox environments require manual authentication
through the Rsam Sign In page so that you can easily toggle between various sample accounts used
throughout the tutorial.

Sign In Language  English -

User ID

Password

Forgot User ID | Password? New Registration

Like most elements in Rsam, the Sign In page can be configured in a number of ways. Different
authentication options such as user self-registration, integration with customer user directories (such
as Active Directory), or integration with Single Sign-On products, such as Shibboleth, can be applied.
You can also embed your own branding and logo on the Sign In page.
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Welcome Page

The Welcome Page is the first page that appears when you log in to Rsam for the first time. This
page provides navigation instructions and shortcuts to access the most commonly used pages from
the bonds you have access to.

If you are an End User seeking to simply complete
assigned activities, we recommand starting with the
User Activities page on the left. From thera you can

If you are a power user, or if you don't find your
activities in the User Activitias page, we recommend
navigating directly to your desired Bond product on

Q. Filte v Welcome e v
Shortcuts v
| @ wecome Welcome to Rsam
¥ user Activities A
[TGRCBond >
ThirdPartyBond 5 For End User For Power User Set as Landing page

If you wish to start directly on one of these pages in
the future, be surs to set that page as your parsonal
landing page.

click on an activity tile to see and complete your
assigned items.

the laft. Hera you will find Activity pages with tasks
specific to that bond, as well as Dashboard pages to
see summary charts and reports.

(MY
Sec o4 Lansing pags
F User activities >

[, ThirdPartyBond ¥

Note: The view of the Welcome Page may be different from the one shown in the image, based on
the role of the logged in user.

Navigating to Tasks and Dashboards

If you are an end user and have logged in to complete assigned tasks, you can click

¥ user Activities ) available on the left navigation bar to view the most frequently used Activity
Centers across all bonds assigned for your role. You can click the relevant activity tile to navigate to
your tasks.

If you do not find the required activity tiles, you can either click corresponding to a bond on the
Welcome Page or navigate directly to the bonds from the left navigation bar and select the Activities
tab to view all related Activity Centers.

Assessments Records Search

Manage

[ O, Filter ] X Activities
Shortcuts v Assessment Questionnaires
[E welcome
F  user Activities 199 2
PENDING RESPONSES PENDING REVIEW
ITGRCBond e

I e Assessment Findings

[ Dashboards

=
Shoertcuts
= 3

PENDING PLAN

15

@ Assessment Navigator PENDING APPROVAL
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Welcome Page

Click an Activity Center tile to view all related tasks.

Additionally, you can perform the following navigation actions:

e Click corresponding to a bond on the Welcome page to view all Dashboards configured for
the bond.

Assessments Manage Records Search

[ O, Filter ] v Dashboards Edit ® -
., Filter X
Shortcuts v
[E] Welcome ASSETS ASSESSMENTS ST... QUESTIONNAIRE FINDINGS CONTROL LIBRARY CONTROL TEST PLANS
§ User Activities
ITGRCBond w
NCSF ASSESSMENT STATUS NCSF RESULTS - TIERS NCSF RESULTS - FINDINGS NCSF RESULTS - GAPS
¥ Activities

() Dashboards
S shortcuts

[} Assessment Navigator

F\ Responses to Review
¥ MNavigator

Alternatively, you can navigate to the required bond from the left navigation bar and select

Dashboards.

e Click corresponding to a bond on the Welcome page to view all Dashboards configured for
the bond.
Alternatively, you can navigate to the required bond from the left navigation bar and select
Dashboards.

e Expand the required bond from the left navigation bar and use the pages.

For information on using the home page features and configuring Activity Centers, see the Rsam
Administrator and End-User Help.
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Continuous Controls Testing

Overview

Rsam Continuous Control Testing (CCT) Module allows organizations to automate ongoing control
monitoring activities mandated by regulatory requirements and standards such as NIST, FISMA,
FEDRamp, SOX, PCI, COSO, ISO, NERC, CMS, OCC, and others. Rsam CCT provides a repository for
maintaining various libraries of controls and control tests. The module enables federated control
testing teams to manage their own unique control test plans, from scoping and documentation to
execution and certification.

With automatic reminder and escalation notifications, you'll never miss another deadline, and with the
powerful searching and reporting capabilities of Rsam, you'll be able to generate mission critical
certification and attestation reports with the click of a button.

Features and Benefits

The Rsam Continuous Controls Testing module provides the following capabilities and benefits:

e Centralized Repository for Controls and Control Tests

Maintain a centralized library of controls and control tests to use as a starting point for test
plans. Controls and test can be subject to review and approval workflows to ensure that only
sanctioned controls are available to test plan managers and their testing teams.

e Automatic Control Testing Workflow Notifications and Reporting

Assignment, reminder, and escalation notifications ensure that testers, reviewers, and attesters
stay on top of their activities even in the face of vast sets of control tests with desperate start
dates, frequencies, and test durations. Not only are users automatically reminded of pending
tasks, but managers can also report on items by their workflow state to ensure that plans are
staying on track.

e Enabling a Federated Approach to Testing Shared Assets

Control testing teams can manage their own unique test plans based on their function and
responsibilities within the organization. Controls and test plans can be defined for specific
assets or organizational entities, and even for multiple teams interacting with those assets. This
allows, for example, for the contract team and the IT security team to execute their own
distinct test plans in parallel on the same vendor asset.

e Audit Trail

Full audit trail provides easy access to historical control test results and certifications, ensuring
that you have access to accurate historical data that reliably reflects the state of affairs on the
date it was finalized.

e Reporting and Dashboarding

Rsam reporting allows for blazingly fast creation and sharing of test execution reports for easy
certification and attestation, and role-based dashboards provide ongoing visibility into key
metrics such as number of tests by owner, asset, organizational segment, etc. providing
actionable information for managing the day-to-day execution of test plans, justifying business
cases, etc.

Step-by-Step Tutorial
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Continuous Controls Testing

28 Rsam
Continuous Controls Testing Workflows

The Continuous Control Testing module is comprised of two high-level work streams: 1) the
management of a global library of controls and control tests, and 2) the scoping and execution of
specific control test plans against targeted assets or entities. This tutorial document covers only the
latter, presuming that your Rsam instance already has library controls and control tests available for
use in the test planning and execution work stream.

The planning and execution work stream covered in this tutorial can be further divided into two
workflows: the management of the plan itself, and the management of individual tests within the
plan.

Before proceeding to the specific workflows, it is recommended that you familiarize yourself with the
following Rsam workflow diagram key.

Workflow Diagram Key

}IMan ualhy created by user

@

[ Explanation of

logic evalusted
on button click |

Workflow State

— Reversion Adction
. Button Name 1
Standard Object Type Role 1 Role2 AUTO-ACTION Role 1, Role2
Desaipion of action logic
,| Created by Automatic Process,Import *

@ Workflow State
Aspect Object Type

-~
j "‘" ™
y -

Workflow State
Record Type

Email Naotification

- LT,
< Decision >
- -
~—

Link to
continuation of
®dia§ram

Control Test Workflow

The following diagram depicts the out-of-the-box Control Test workflow.

Approve Test Result Submission
Control Test Plan Manager
Control Test Reviewer

Pending Test Plan Scoping and Review
Control Test

1
On Standby for Next Cycle
Control Test Plan Manager

On Standby for Next Cycle
Control Test

Testing Cycle In Progress
Control Test Plan Manager

Testing Cycle In Progress
Control Test

Submit Test Results for Review
Control Test Owner

Test Results Pending Review
Control Test

Revert to Testing In Progress
Control Test Plan Manager,
Control Test Reviewer
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Jﬁk R**SBITI Continuous Controls Testing

Control Test Plan Workflow

The following diagram depicts the out-of-the-box Control Test Plan workflow.

Pending Assignment
Control Test Plan

1
Q Assignment Complete
Control Test Plan Manager
Plan Owner,
Plan Reviewer

Control Selection / Scoping
Control Test Plan

Revert to Control

Submit for Review Selection/Scoping
Plan Reviewer Control Test Plan Owner Control Test Plan Manager
Control Test Plan Reviewer

R . Plan Owner
Scoping Under Review

Control Test Plan

Restore from Archive Q .
Control Test Plan Manager Approve Scoping
Plan Owner Control Test Plan Reviewer
Testing Active Request Certification Certification Request Pending
Control Test Plan Control Test Plan Owner Control Test Plan Certification

Certify

Archive Q ;
Control Test Plan Certifier
Control Test Plan Manager

Collection Owner

Archived

Certified
Control Test Plan ertifie

Control Test Plan Certification

Note: Administrators may create variations to this pre-defined workflow configuration by removing
or inserting steps in order to match your specific business processes.

User Accounts

User accounts are required for the individuals that are authorized to access a specific Rsam baseline
module. The Rsam sandbox for Continuous Controls Testing comes with pre-populated sample
accounts that include the following:

Note: Sample users for each of these roles are optionally provided with the baseline module
installation package.

Business Responsibilities

r_ Control Test Plan  |This user has the ability to perform all the tasks that can be
control_test_pl |Manager performed with all the other user accounts.
an_manager

r_control_test_ [Control Test Plan  |This user is responsible for adding controls from library,
plan_owner Owner generating control tests, and requesting certification for control
test plans.

Step-by-Step Tutorial
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Continuous Controls Testing J.k Rbsam

\Business Responsibilities

r_ Control Test Plan  [This user is responsible for reviewing and approving control
control_test_pl |Reviewer test plans.
an_reviewer

r_ Control Test Plan  [This user is responsible for certifying control test plans.
control_test_pl |Certifier
an_certifier

r_control_test_ |Control Test This user is responsible for documenting workpapers and
owner Execution Owner submitting control test results for review.
r_control Control Test This user is responsible for approving control test results

_test_reviewer |Execution Reviewer [submission.

Users can contact Rsam Administrator to obtain passwords for assigned accounts. Individual users
may change their password once authenticated. Users with administrator permissions may also reset
the password of other users.

High-Level Steps

The following is a high-level list of the steps described in this tutorial.

Step User Description
Step 1: Creating a Control Control Test |In this step, the Control Test Plan Manager user
Test Plan Plan Manager |creates a new control test plan and assigns owners

that are responsible for full lifecycle of control test
Plan management.

Step 2: Adding Controls and |Control Test |In this step, the Control/ Test Plan Owner user adds
Generating Control Tests in |Plan Owner |controls, generates control tests, and then submits the

the Control Test Plan control test plan for review.

Step 3: Reviewing and Control Test |In this step, the Control Test Plan Reviewer user
Approving the Control Test |Plan reviews and approves the control test plan.

Plan Reviewer

Step 4: Documenting and Control Test |In this step, the Contro/ Test Owner user documents
Submitting the Control Test |Owner workpapers and submits the control test results for
Results review.

Step 5: Reviewing and Control Test |In this step, the Control Test Reviewer user approves
Approving the Control Test |[Reviewer the control test results.

Results

Step 6: Requesting Control Test |In this step, the Control Test Plan Owner user submits

Certification for the Control |Plan Owner |the certification request for control test collection.
Test Collection

Step 7: Certifying the Control Test |In this step, the Control Test Plan Certifier user
Control Test Plan Plan Certifier |certifies the control test collection.

Step-by-Step Tutorial
Continuous Controls Testing

10



Step-by-Step Procedure

This section contains detailed steps for walking through the control test execution workflow. In this
section you will learn how to create a new control test plan, add controls and control tests to the

plan, and review and approve the plan. You will also learn how to capture control test results, submit

them review, and generate periodic certifications of the test plan.

Note: While the Continuous Controls Testing module provides a comprehensive workflow for
maintaining a global library of control and control test content, this tutorial walks you only through
the creation and execution a control test plan, assuming that sample control testing content is
already available in your Rsam environment.

From this point forward, we will provide the steps that are required to complete this tutorial. Before
you begin to practice each step, consider following underlying capabilities:

a. Practicing each step requires a different user account as mentioned in the High-Level Steps
section. However, you may execute all the steps with the Control Test Plan Manager user
credentials in one session if desired.

b. Workflow state transitions involve sending email notifications to users in the workflow. If you
want to ensure that your users receive the notifications while practicing the steps, please see
the Setting up Email Addresses section later in this tutorial.

Step 1: Creating a Control Test Plan

In this step, you will log in to Rsam as the Control Test Plan Manager user to create a new control
test plan and assign an owner and reviewer to the plan.

1. Sign in as the Control Test Plan Manager user. Enter Username as
r_control_test_plan_manager and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITGRCBond > Assessment

Navigator.
The assessment navigator appears.

3. Locate the HR Manager Pro object.

4. Double-click the HR Manager Pro object to open it.

Alternatively, you can click the |Ei icon in the object row.
The HR Manager Pro object details appear.

Step-by-Step Tutorial
Continuous Controls Testing
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Step-by-Step Procedure

28 R:'sam

5. Under Findings, click the Control Test Execution link.

IT Application: HR Manager Pro
Aspect Parent: HR Manager Pro

Entity: Acme Corp.

Respondent: Assessment Respondent

Object Workflow State: 6. Finalized
Sub Entity: Assessments

Questionnaires

Name Questionnaire

HR Manager Pro 10 of 29 answered

State

a2 &

6. Finalized

Findings

Control Test Execution (3)

Control Test Execution Archive (0}

Status of Findings

Mo data found for this component for this object

The control test execution records appear.

6. Click Add and select Control Test Plan.

Control Test Execulion

Instrmtions
| T
| v
COF & a 4, Tegting Actres HAME Cantrsl Test Pan i
| D e o 2. Tartral Selactan ¢ Scopng HRM? Cantrsl Tast Flan 2
OF & a 3. Scoging Under Raresa HRM? Cantred Tast Flan 3

e e
Asfrasn ﬂ Oipan Duluts Aznge... Aot

B s ==

Tesa Plan hesceiption Plan Grwiner i

: v |
HEM Contral Test Fas 1 Cantrsl Test Flan Cranar car
HRMP Contral Tast Flan 2 Carirsi Tast Fan Cranar I::ri
HEMP Coatrol Tart Flan 3

Carirs] Tast Flan O Can

The Control Test Plan (new) record opens with the Test Plan Summary tab selected.

7. Complete the Test Plan Name and Test Plan Description attributes.

8. Set Plan Owner to Control Test Plan Owner by using one of the following methods:

Method I:

a. Type r_control_test_plan_owner in the Test Plan Owner attribute. While typing, a
list of users that match the string is shown.

b. Select r_control_test_plan_owner “"Control Test Plan Owner” from the user list.

Test Man Summary ” Library Controls in Scope ” Controf Tests I'I‘utﬂl.m Cartifications | Discussion [ Thread " Warkflow Mistory

*Test Plan Mame  HRMP Control Test Plan 4
*Test Plan Description  HRMF Control Test Plan 4

«Plan Owner T rcontol g

r_control_test_cwner “Control Test Owner” (ke st s |

* Flan Reviewer 1 q

*Plan Certifier

? r_control_test_ownerZ "Control Test Owner2” (i bs@aies o)
r_gontrol_test_plam_certifier “Control Test Plan Cartifier™ il bs@e b o)
r_control_test_plan_manager “Contral Test Plan Manager” (sl sl s e
r_control_test_plan_owner "Control Test Plam Owner™ (gl npgm ppm )
r_oontrol_test_plan_ravigwer "Control Test Plan Reviewsr” | i § e

r_control_test_reviewer "Controld Test Reviewer® (ciqegoainggm pom )

Step-by-Step Tutorial
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Method II:

a. Click the | N | icon next to the Plan Owner attribute.
The Plan Owner dialog appears.

b. Type r_control_test_plan_owner in the search box.
The Search Results displays the r_control_test_plan_owner user.

c. Select the user row and click Update.

#Plan Owner x

Search for Users & Groups

r_control | g | Domains

Search Results

D First Name Middle Name Last Name eMail AuthenticationType ]
; r_control_test_own Control Test Owner ddejuan@rsam.com RSAM
a r_control_test_own Control Test Owner2 ddejuan@rsam..com RSAM
& r_control_test_plan Control Test Plan Certifier ddejuan@rsam.com RSAM
& r_control_test_plan Control Test Plan M idej! .com RSAM
& r_control_test_plan Control Test Plan Owner ddejuan@rsam.com RSAM
a r_control_test_plan Control Test Plan Reviewer ddejuan@rsam.com RSAM
& r_control_test_revi Control Test Reviewer ddejuan@rsam.com RSAM

Update | Cancel

‘;s‘é’-'-.:-é-‘-\;- R -SAMm Step-by-Step Procedure

9. Set the Plan Reviewer to Control Test Plan Reviewer and Plan Certifier to Control Test

Plan Certifier.

Caontrol Tests Test Plan Certifications Discussion / Thread

Test Plan Summary H Library Controls in Scope [ Warkflow History

* Test Plan Name  HRMP Control Test Plan 4

# Test Plan Description HRMP Control Test Flan 4

*Plan Owner 2 conirol Test Plan Owner o “ *Plan Reviewer 2 conirol Test Plan Reviewer o 4

*Plan Certifier & Control Test Plan Certifier € ]

10. Click Assignment Complete.

11. In the Save Changes dialog that appears, click Yes.
The control test plan record is created.

12. Log out from Rsam.

Step-by-Step Tutorial
Continuous Controls Testing
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Step-by-Step Procedure ‘,Lk R ‘*Sam

Step 2: Adding Controls and Generating Control Tests in the
Control Test Plan

In this step, you will log in to Rsam as the Contro/ Test Plan Owner user to add controls from the
library control, generate control tests, and submit the control test plan for review.

1. Sign in as the Control Test Plan Owner user. Enter Username as
r_control_test_plan_owner and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITGRCBond > Activities.

Activities

Control Test Plan

Click a tile below to assign, scope, review or action ongoing test plans for controls

2 1

SELECTION/SCOPING TESTING ACTIVE

The Activities page appears listing the applicable activity tiles.

3. Click the tile Selection/Scoping.

The tile expands to display the grid listing the records in the Control Selection / Scoping
state.

4. Locate the control test plan created by the Control Test Plan Manager user in Step 1: Creating
a Control Test Plan.

5. Double-click the control test plan to open it.
Alternatively, you can click the icon in the row.

The Control Test Plan record opens with the Test Plan Summary tab selected.

6. Click the Library Controls in Scope tab.

Control Test Plan @ edieable () action+| (<[ < |[»|[@ n
(read, modify) B
[ ) @
1. Pending 2. Control 3. Scoping Under 4. Testing Active S. Archived
Assignment Selection / ... Review
ﬂ Test Plan Summary [ Library Controls in Scope || Control Tests [ Test Plan Certifications || Discussion / Thread | Workflow History l
Selected Library Controls ‘m‘ m |ﬂ| |%|
No Data
7. Click Add.

The Selected Library Controls dialog appears.

Step-by-Step Tutorial
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28 R'sam

8.

10.

11.

12.

13.

Select Financial Controls.
The controls within the Financial Controls grouping appear.

Step-by-Step Procedure

Select the check boxes corresponding to Payment - Segregation of Duties and Payment -
Formal Purchase Orders controls. It is important that you select these specific controls, as

others may not have example tests populated in the library.

Selected Library Controls

|| Refresh
Select a group Library Grouping Name &  Record Workflow State & | Key Control &
* Finandal Controls {8) Controd [D Control Name Control Statement Ky 1 a
Dutles are segregated so that
the persen who authorizes
" . vendor payments is not
P - 3
ey @1 ayment - Segregation of Duties responsible for generating ke ¢
purchase orders or writing
b chedks.,
4 @2 Payment - Formal Purchase Formal purchase orders are used Mo
Crders far every purchase.
Vendors are audited on a i
: quarterly basis to determine W
O Eaunﬂii?t it far Ve conflicts of interest exist Non-
< ¥
Limit total results to:
Results: & of 8 Records per page |50 e < Page 1 LI > I

Update Select all

Clear Selection{s)

Clear all Selection{s)

Cancal

Click Update. The selected controls now appear in the Selected Library Controls section.

Click the Control Tests tab.

Test Plan Summary H Library Controls in Scope

Caontrol Tests I Test Plan Certifications

Discussion / Thread

Workflow History ‘

Control Test

| Refresh | m | Open || Delete | | Assian | | Action v/ m (@] [x]

No Data

Click Generate Tests from Selections.

In the Save Changes dialog that appears, click Yes.

Three Control Tests are created, each with an initial workflow state of Pending Test Plan
Scoping and Review. Two of the Control Tests have the Test Owner and Test Reviewer
attributes prefilled with users Control Test Owner and Control Test Reviewer, respectively,
because those attributes are already set in the library record for that control test.

Step-by-Step Tutorial
Continuous Controls Testing
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Step-by-Step Procedure % R i Sam

14.

15.

16.

17.

18.

19.

20.

21.

Control Test \ Refresh | | Open | | Delete | \ Assign... | | Action '| =M= RE 4
Record Workflow State Control Name Test Name Test Owner Cu
W v W W v
1. Pending Test Plan Scoping Payment - Formal Purchase Sample Test 1 far Control:
D Q ° a - Payment - Formal Purchase
and Review Orders
Orders
1. Pending Test Plan Scoping _ . 5 Sample Test 1 for Control:
D B ° a Y e e Payment - Segregation of Duties Payment - Segregation of Duties Control Test Owner
1. Pending Test Plan Scoping _ . . Sample Test 2 for Control:
D Q ° a and Review Payment - Segregation of Duties payment - Segregation of Duties Control Test Owner
< >

Double -click the test Payment - Formal Purchase Orders control.
The Control Test record opens with the Control Summary tab selected.

Click the Test Details & Instructions tab.

Control Test _ » | [AEG]
. ! @ ®  ediable | | Actionv| || < || » |[F]
(read, modify, delete) -/ _ S Y
1. Pending Test 2. On Standby for 3. Testing Cycle in 4, Test Results
Plan Scoping anc ... Mext Cycle Progress Pending Review

< Control Summary || Test Details & Instructions

*Test Name  Test 1 for Control: Payment - Formal Purchase Orders

|

Current Testing Results || Remediation || Test Result History [ Discussion / Thread I ‘Workflow History

Test Owner L Q Test Reviewer L. Q
#* Testing Frequency  Semi-Monthly v * Test Duration (days) 4
Current Cycle Start Next Cycle Start Date

Date

Test Procedure

Testing Sample Size ... Evidence T 0 File Attachment(s)
Attachment(s)

Basis for Sample Size

Set Test Owner to Control Test Owner. Type r_control_test_owner in the Test Owner
attribute. From the list that appears, select r_control_test_owner “"Control Test Owner”.

Set Test Reviewer to Control Test Reviewer. Type r_control_test _reviewer in the Test
Reviewer attribute. From the list that appears, select r_control_test_reviewer “Control
Test Reviewer”.

Set the Next Cycle Start Date attribute. For this tutorial, we will set this date to one day
later than the current date (i.e. tomorrow).

Click Save & Close.

For the remaining two tests (the two for the Payment - Segregation of Duties control), we
will set the Next Cycle Start Date attribute to today’s date. Later in the tutorial, we will see
how these last two control tests are processed differently from the first control test due to their
varying Next Cycle Start Date values (i.e. today vs. tomorrow).

Click Submit for Review.

The control test plan enters the Scoping Under Review state.

Log out from Rsam.

Step-by-Step Tutorial
Continuous Controls Testing
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‘.Lk R .,Sam Step-by-Step Procedure

Step 3: Reviewing and Approving the Control Test Plan

In this step, you will log in to Rsam as the Control/ Test Plan Reviewer user to review and approve the
control test plan.

1.

8.
Step-by-Step Tutorial

Sign in as the Control Test Plan Reviewer user. Enter Username as
r_control_test_plan_reviewer and provide the Password.

From within the navigation panel at the left-hand side, navigate to ITGRCBond > Activities.
The Activities page appears listing the applicable activity tiles.

Click the tile Under Review.
The tile expands to display the grid containing the Control Tests under review.

Locate the control test plan you created, which should now be in the Scoping Under Review
state.

Double-click the control test plan to open it.
Alternatively, you can click the |Ei icon in the row.
The Control Test Plan record opens with the Test Plan Summary tab selected.

Control Test Plan 8 Approve Scoping | Revert to Control Selection / Scoping | | Action V| | 4 ‘ | [ ‘ 'L;:»n
(read) I il
@ @ L) @
1. Pending 2. Control Selection / 3. Scoping Under 4, Testing Active 5. Archived

Assignment Scoping Review

Workflow History I F

Control Tests || Test Plan Certifications || Discussion / Thread

< Test Plan Summary H Library Controls in Scope

*Test Plan Name  HRMP Control Test Plan 4
*Test Plan Description  HRMP Control Test Plan 4

*Plan Owner 2 congrol Test Plan Owner & *Plan Reviewer 2 control Test Plan Reviewer  Q

*Plan Certifier | 2 control Test Plan Certifier R

Click Approve Scoping.
The control test plan enters the Testing Active state.

Click on the Control Tests tab and note that, due to their varying Next Cycle Start Date
values, the control test for the Payment - Formal Purchase of Orders control has entered
the On Standby for Next Cycle state, while the 2 tests for the Payment - Segregation of
Duties control have already advanced to the Testing Cycle in Progress state.

Control Test | Refresh | | open | | Delete | | Assign...| | Action | ENEES
Record Workflow State _ Test Name Test Owner Cu
v v v ¥ v
- - . . Sample Test 1 for Control:
OF© a 3. Testing Cycle in Progress Payment - Segregation of Duties Poyment - Searegation of Dutics Control Test Owner 201
_ _ _ - Sample Test 2 for Control:
OF© & 3. Testing Cycle in Progress Payment - Segregation of Duties = Bt G B Control Test Owner 201
} Sample Test 1 for Control:
OF© & 2. On Standby for Next Cycle 24T Formal Purchase Payment - Formal Purchase Control Test Owner
Orders
< >

Log out from Rsam.
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Step 4: Documenting and Submitting Control Test Results

In this step, you will log in to Rsam as the Contro/ Test Owner user to document control testing
results and submit for review.

1.

Sign in as the Control Test Owner user. Enter Username as r_control_test_owner and
provide the Password.

From within the navigation panel at the left-hand side, navigate to ITGRCBond > Activities.

Assessments Records Search

[ O, Filter Activities

»<

Shortcuts ~ Control Test Execution

ck a tile belo ces ols currently the te:

[E welcome
ITGRCBond ) 4
¥ Activities IN PROGRESS

[) Dashboards

3 shortcuts

The Activities page appears listing the applicable activity tiles.

Click the tile In Progress.
The tile expands to display the grid.

<« 2

Il FROGRESS
A W Carcal Add w Oulala A Actien + | Oo ks N
Contrel Hame Teat Mame Tast Cramer = Current Cyvle Staet Cate Sagbmission D On Feadt Tk St
- — Sampls Tast 1 Far
B Bl T et Comtral; Payment v Test Dot 2030-02-27 W00 29 2e20-02-05

Segregation of Duties

. Gample Test 7 for
OF & ;"::":':. Sewregitien Conlrel: Payment - Cartrol Tut Cwier ER0-02-27 1030-23-a5 2038-33-27
Suregathon of Cuties

Rasults: 2 Rionds Per Fagi ) g 1 = o1 Limit tatal results ta;

The control test owner home page appears with a list of active control tests assigned to the
current Control Test Owner user.

Locate the control test Sample Test 2 for Control: Payment - Segregation of Duties.

Double-click the control test to open its details.
The Control Test record opens with the Control Summary tab selected.

Step-by-Step Tutorial
Continuous Controls Testing
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Step-by-Step Procedure

6. Click the Current Testing Results tab and complete all the attributes as necessary.
Activities »
Control Test Ciediabie action+| [¢a|| 4« |[» || @ n
[read, modify) ey L e sy
@ s @ ®
1. Pending Test Plan 2. On Standby for 3. Testing Cycle in 4, Test Results
Seoping and Revie ... Mext Cycle Progress Pending Review
?H Control 5I.Ir|'|l|'|ll1'] Test Details & Instructions l Current Testing Results I Remadiation H Test Rasult History ” Dbtuulnn,,i‘rm:d]
Current Cycle Start Date  2/27/2020 ] Submission Due On  2/20/2020  |.5+]
Tast Results Subenitred (On L‘:L‘l [T Current Results Submission Overdue
Conclusion - Design v Conclusion - Operating v
Effectiveness Effectiveness
Findings
Recommendation
Test Result Notes
Evidence File Attachment{s) le Attachments
Control Test Workpaper Refresh Open _ Delete
Workpaper ID Workpaper Name Workpaper Test Description Sample Size
v v v v "l
Sample Workpaper 1 for
OFe a 3558 E;mfﬁf::j::; This Is a sample workpaper This Is a sample workpaper
Seureq.;tinn of Duties
|
v
7. Under Control Test Workpaper, double-click a workpaper.
The Control Test Workpaper record opens with the Workpaper Definition tab selected.
8. Click the Workpaper Execution tab and complete all the attributes as necessary.
'c?"tm: T“’_t Warkpaper & pdabie Update i B Cloa Actiom * a » V
{—l | ‘W orkpaper Delindtion | Workpapaer Exacution | |-
=Workpaper Status  Comphita - PassiFall Pass -
Ragalls Téxl  Eesuks are good to go
Observations Mo flews
Conclusions  Pass
Ressits/Evidence 0 Eix Aftachment(s) Completion Dste  4/20/2016  [siiE)
Atachmenk
Signoll &5 Signall Dale  320/2016 [
9. Click Save & Close.
10. Click Submit Test Results for Review.
The control test enters the Test Results Pending Review state. The test is submitted for
review and no longer appears in the In Progress Activity Center grid.
11. Log out from Rsam.

Step-by-Step Tutorial
Continuous Controls Testing
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Step-by-Step Procedure Jﬁk Rusam
Step 5: Reviewing and Approving the Control Test Results
Submission

In this step, you will log in to Rsam as the Contro/ Test Reviewer user to review and approve the
control test results submission.

1. Sign in as the Control Test Reviewer user. Enter Username as r_control_test_reviewer and
provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITGRCBond > Control
Test Plans Navigator.

3. From within the navigator, with CON: Control Tests by Test Plans selected, select HR
Manager Pro.

| COMN: Control Tests by Test Pla... '|

Select a group

* HR Manager Pro (9)

4. Locate the recently submitted control test. It should appear in the Test Results Pending
Review state.

5.

Refresh | | ndd (Sl | Delote | | Assign.. | | Action s| | Gote| |3
Test Plan Name & Test Hame Record Warkiflow Stabe & Cantral 1D
HRMP Control Test Exacution 2, Active, Panding Next Test

OF © et i Tast 1 for Control 134.5 i 134.5

OF @ E:T;E&Ti“ ghe EecSon Test 1 for Control 34,43 4, Test Results Panding Review 34.43
HEMP Control Test Execution X, Active, Pending Next Test

BES oo Test 1 for Control 1342145 iid 1342,145
HRMP Contred Test Execution 1. Pending Collection Scoping

OF © ki Test 1 for Contral 3421 ki 1421
HRMP Control Test Execution 1. Pending Collection Scoping

OF Q@ S Tast 1 for Comtrol 23.4 and Review 224

gy PR tovkml e Ecacudon Test 1 for Contral 234.4 4, Test Results Pending Review 2344

OF & E‘:’I“;uc;]'“;“ Tpmk Ptacuion Test 1 for Control 3454 3, Testing Cyde in Progress 1454

':l B- a HEMP Control Test Execution Test 1 for Control: Payment - 2. Active, Pending Next Test 2
Collection 4 Farmal Purchase Orders Cycle
HRMP Controd Test Execution Test 2 for Comtrol: Payment -

GFo Collection 4 Seqregation of Duties 4, Test Results Pending Review 1

Double-click the control test to open it.

The Control Test record opens with the Control Summary tab selected.

Step-by-Step Tutorial
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6. Click Approve Test Result Submission.

|Contral Test

& Approwe Tast Result Subrniesdion Rewert to Tasting In Propress actieon L L3 v n
|
- 5 - ]
L. Fendep Teat PMan . O SRendby For 3. Teatmp Cycle m 4. Test Azsults
Eropmg eed A Hext Cynite Propreys Pending Bewiew
<I-|E0h|r15um”-arr Tast Dotadls & Drertrsrions wmm”m”r&mm”m;w [

e Control Name  Fapment - Sagrepation of Dutks

Control 1D 1 Cuvtrgd Version YO

Redated Lihrary Condrol Pavesant - Gegregation of Duties )

Saphacl thei rkallond s - (&} -}
i1 201 CPAR 17: 17.04: (&) Manitoring of Systemu

BITS: L Comphass

CORIT Distall Mapping: A17.0% Configuration
e tmplamestiton of Acgubed Asploation
Softmars

dhlactive  Dullis an spreged 56 thal U pirsos whi | Bk weaively iy B fsl dolio far gandraling rorchiss ordind of wiling Ehvicks.
* Stakmment /  Dutles ane sepregated S5 that this persen who autharizes vandor ks i mat dsle for pEnErating (erchass rders of wiilting checks.
DhesCripLion
* Type of Condrnl STevntative w » Activify Type  Authoizatien of Tresactions  w

Once approved, the attribute values on the Current Testing Results (and its associated
workpapers) are copied into a new audit record on the Test Result History tab, and the data
on the Control Test Results tab is cleared in preparation for the next testing cycle.

] e sy o | —— S— p——"—

Contrel Test Result History acirech | [N | cres Delete | [ssign...| [action <) | [E) (8] (=] [
Test Mame Test Results Submitted On Date of Approval Test Dwner Approved By
- =
OF@ & ERMDE Tak 2 b Conkend| 2016-09-22 2016-08-23 Control Test Owner  Control Test Rew

Payment - Segregaticn of Duties

7. Log out from Rsam.

Step 6: Requesting Certification for the Control Test Plan

In this step, you will log in to Rsam as the Control/ Test Plan Owner user to request certification for
the control test plan.

1. Sign in as the Control Test Plan Owner user. Enter Username as
r_control_test_plan_owner and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITGRCBond > Activities.
The Activities page appears listing the applicable activity tiles.

3. Click the tile Testing Active.
The tile expands to display the grid containing the result records.

4. Locate and select the control test plan you have been using throughout this tutorial.
5. Click Action and select Request Certification from the options that appear.

Step-by-Step Tutorial
Continuous Controls Testing
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6. In the Workflow dialog that appears, enter your comments to explain the reason for
requesting the certification, and then click OK.

If you open the record, you can see that the certification record is created and appears on the
Test Plan Certifications tab. The Test Plan Certification record is auto-populated with
references to the most recent history on each of the control tests associated with the current
plan (As we have submitted only one control test in this tutorial, there will be only one history
record for the certification).

Control Test Plan Certification P n
| o ~

i Teck Plan Cartdatice

= Plan Certifier | 2 Control Test Plen Certifier
Approved By Date of Approval Im Tl
Control Tests (history) Retresh m Open B
Test Nama Test Reaults Submitted (kn Data nl.r.ﬁppmud i m Approvad l1
OF @ & é:;"""'::'_";_2:::";'::':::““‘ ;l.'.Z'I:I 03-02 J.Iu-:l-l.'p.-l-l.'l.' I:-uul.u.J Test Cwner L.urlllul Fest ity
€ »

7. Log out from Rsam.

Step 7: Certifying the Control Test Plan

In this step, you will log in to Rsam as the Control/ Test Plan Certifier user to certify the control test
plan.

1. Sign in as the Control Test Plan Certifier user. Enter Username as
r_control_test_plan_certifier and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITGRCBond > Activities.
The Activities page appears listing the applicable activity tiles.

3. Click the tile Cert Requests Pending.
The tile expands to display the grid containing the result records.

4. Locate and select the control test plan in submitted for certification.

5. Double-click the control test plan to open it.
The Control Test Plan record opens with the Test Plan Summary tab selected.

Step-by-Step Tutorial
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6. Click the Test Plan Certifications tab.

Step-by-Step Procedure

Control Test Plan
(read)

& | | Action~| |Z| E| \_} n

L @ @ o @
1. Pending 2. Control Selection / 3. Scoping Under 4. Testing Active 5. Archived
Assignment Scoping Review

Al

Test Plan Summary H Library Controls in Scope

Control Tests

Control Test Plan Certification

| Refresh | m | oOpen || Delete || Assign...| | Action v =] | x

J Test Plan Certifications L

Workflow History ‘

Discussion / Thread

Record Workflow State

Approved By

Date of Approval

OF ©

d

Certification Request Pending

7. Double-click the certification record to open it.

The Control Test Plan Certification record opens with the Test Plan Certification tab

selected.
Contral Test Plan Cartification [ TR m aetian | [« |[» ;B

|| Teat Pan Corticatian

*Pan Certiller o o Test Man Certifler

Appred By Date of Apprveal
Conbrel Tests {Mstory] ikt m et Tiahalu
Tewt Nama Teat Rusults Subssittsd On  Dabs of Approval  Tast Cener Approved Oy Design FHinctiveness Opsrating |

= Gampls Test 7 for
O g comtio: Favman 2020-03-02 120-03-02
Segregaticn of [utes

Corfrod Tasl Crwivad  Corliod Tisl s i

8. Click Certify.

9. In the Workflow dialog that appears, enter your comments and click OK.
The record moves to the Certified workflow state and closes.

: { | Test Plan Summary “ Library Combrols in Scope | Emaleﬂ Test Flan Certifications |_Dilﬂ.|-iur|..|' Thread ]| Workdlow History |

Cosivtral Test Plan Certification

Record Workflow Stake Approved By Date of Approval
EFe B8  cenified o 2020.03.02 ‘
< > |

The Control Test Plan Certification record workflow state is set to Certified and the

Approved By and Date of Approval attributes are automatically populated.

Step-by-Step Tutorial
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Appendix 1: Email Notifications and Offline
Decision Making

Setting up Email Addresses

This module is configured to send automated email notifications at specific points in the workflow. In
a production system, email addresses are usually gathered automatically using an LDAP server or a
directory service. However, the email addresses in your Rsam instance can be manually provided for
testing purposes.

To manually provide the email addresses, perform the following steps:

1. Open an Rsam supported browser and enter the URL of your Rsam instance containing the
Continuous Controls Testing module.

2. Signin as r_admin user. Enter User ID as r_admin and provide the Password.
3. Navigate to Manage > Users/Groups.
4. Double-click a user row to open the details.

5. Provide an email address in the eMail ID attribute.

User Details

User Id:

[ 152048

First Name: Middle Mame: Last Name:
May, | | ‘ Brian

eMail 1D: Phone Number:

support@rsam.com ‘

Password:

Confirm Password:

[ LoaP user

User's LDAP 1D:

|

User's LDAP Domain:
Please select a Domain

6. Click OK.
The email address of the user account is saved.

Step-by-Step Tutorial
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Step-by-Step Procedure

Offline Decision Making

Rsam email notifications are configurable including what notification should be sent, what users or

roles will receive the notifications, and the content in the notifications.

Offline Decision Making is a powerful and popular feature of Rsam. It provides the Rsam platform
directly to the users to perform workflow actions without connecting to the Rsam module. The
following image illustrates an example notification template that has custom text, data from the

record, embedded links to the application, and Offline Decision Making actions.

SuBjech: HE: Ectaplion Aequeition 82141 Corfinmitien for Bil Smish

Subject: Exception Request #2241 Confirmation for Bill Smith

A prefliminary approval has been submitted for Exception Request #2241, submitted by Bill Smith on 5/5/2014. You have been
assigned as the sendor reviewer in charge of final acceptance or rejection of this reguest,

Details:

Exception Request: #2241

Submitted by: Bill Smith on 5-5-2014
Appraved by: Wanda lobnson on 5-10.2014
Expiration Date: 5-15-2014

Shoert Description: (View Full Details in Rsam)

Thee s im plementation of “Order-1t" [order management system) is unable to conform to the or ganization 3DES enaryption
standard. DES has bean implemented until the vendor can support fully support 3DES. A temporany exception is requestad until that time.

Select an action from the list below:

*  Accept this Request
e Reject this Reguest

k&R

Step-by-Step Tutorial
Continuous Controls Testing
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Appendix 2: Rsam Documentation

Continuous Controls Testing Baseline Configuration Guide

To learn more about the pre-configurations in the Continuous Controls Testing, refer the Continuous
Controls Testing Baseline Configuration Guide. You should have received the Continuous Controls
Testing Baseline Configuration Guide along with the Continuous Controls Testing sandbox. If not,
please contact your Rsam Customer Representative to obtain an electronic copy of the Continuous
Controls Testing Baseline Configuration Guide.

Online Help

This tutorial provides the step-by-step instructions for the Rsam Continuous Controls Testing module.
To get familiar with the specific Rsam features used in this configuration, refer the Rsam End-User
Help, Rsam Administrator Help, or both. The Online help you can access depends on your user
permissions.

To access the Online Help, perform the following steps:

1. Sign in to your Rsam instance. For example, sign in as Example Administrator user. Provide the
User ID as r_admin and provide the Password.

2. Hover the cursor over Help and select an Online help from the menu that appears. Depending
on your user permissions, you will be able to access the Rsam End-User Help, Rsam
Administrator Help, Step-by-Step Tutorials, or all.

The following image shows the Rsam Administrator Help, opened from the Example
Administrator user account.

Assessments  Manage  Records  Search

End-User Hell

x § e =
Administrator Help

Shortcuts v ()

Step-by-Step Tutorials

I B welcome
Email License Details

§ vser actvie Welcome to Rsam

(2 Welcome to Rsam Administrator Help - Internet Explorer - [m) X

ITGRCBond

ThirdpartyBond e~ R-sam Administrator Help
E§ contents S o« -
B Administrator Help ~
[§ Getting Started = =
B ool Festures Welcome to Rsam Administrator Help
[§ Structures and Elements
B Defining Assessments The Rsam platform is utilized across a wide variety of industries and purpeses and the user experience can
[ Assessment Questionnaire vary greatly depending on the local configuration. This manual focuses specifically on using the core building

B Offine Data Gathering blocks of the Rsam framework.

[§ Questionnaire Scoring
& Woridiow 1
[§ scneduter

ﬁ Reports and Views

Rsam recommends that customers attend the full Rsam Administrative Training session before using Rsam.
This guide serves as a reference for customers who have already attended Rsam training; it is not intended to
be a training quide itself.

=] UserManagemém Rsam Resources
[ Environment Migration
[§ Options

[§ Advanced Administration Q
B Rsam Server Recommendatic I I I I O # Q

ﬁ Rsam Inbound API

b

[§ Reportan Issue University Support Services Community
Get started with our Get exceptional support Learn about our Join Rsam Community
trainings. from our Support Team. Customer Success discussions.
services.
V]
< >

Step-by-Step Tutorial
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